SAP SECURITY ADMINISTRATOR
Rockaway, NJ

About Warner Chilcott

Warner Chilcott is a leading specialty pharmaceutical company currently focused on the women's healthcare,
gastroenterology, dermatology and urology segments of the U.S. and Western European pharmaceuticals
market. It is a fully integrated company with internal resources dedicated to the development, manufacturing
and promotion of its products. We have established strong franchises in women's healthcare and dermatology
through our marketing techniques and specialty sales forces. We believe that our proven product development
capabilities, coupled with our ability to execute acquisitions and in licensing transactions and develop
partnerships will enable us to sustain and grow our business. We currently have a full time position available
in our IT Department reporting to the Manager of SAP Support that is responsible for the areas of SAP ERP
security administration.

The individual will be responsible for the following activities:

o Work with SAP support specialist, Subject Matter Experts and Sox compliance professionals to
understand, design and build a security strategy that will provide adequate risk control while providing the
necessary access to the user community.

¢ Maintain the necessary documentation and uphold change control procedures during the implementation of

new controls or the change of existing.

Design and manage testing strategy for security in a project environment.

Work with internal and external auditors to assess risk and implement recommendations.

Update compliance and risk assessment tools such as VIRSA in order to maintain SOX/ SOD observance.

Troubleshoot all authorization failures.

Maintain and develop firefighter functionality to provide extended access rights to the business in a

controlled environment when necessary.

e Ensure users have the required training and management authorization before granting access to any SAP
transaction in line with company policies and procedures.

e SAP R/3 security design and implementation for SAP ERP ECC 5.0 and ECC 6.0 Human Resources.

Qualifications

Required
e 5+ years of demonstrated SAP ERP systems security administration

e Bachelor's degree required or equivalent industry experience.

o Experience leading ERP security teams through full development lifecycle.
o Ability to build, manage and foster a team-oriented environment.

e Excellent organization and problem solving skills.

Preferred

« Pharmaceutical industry experience

Candidates must be authorized to be employed in the United States. Candidates

should be willing and able to travel as necessary. Candidates must be organized and have excellent
oral presentation and communication skills. Candidates must also successfully pass a drug test and
background check.

Warner Chilcott realizes that our success as an organization is dependant upon our people. We seek
aggressive, success oriented and adaptable associates. Please apply at jobs@wcrx.com and
reference “SAP_Security_ Admin_CW?” in the subject.
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